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1. CUSTOMER NEED 

Reduce the amount of time/resources required to communicate requirements, reconcile 
object models, and compose data exchange models when preparing for a Live, Virtual, 
Constructive (LVC) test, training, experimentation, or mission rehearsal event; facilitate 
transition to the next generation Defense Training Environment (DTE)1.   

Why should we succeed now, when so many similar Department of Defense (DoD) 
proposals have failed?  Stable well-tested technologies and ontology resources which 
did not previously exist to enable the Net Centric Data Strategy2 (NCDS) are now readily 
available in the open source community.  What is still missing?  DoD acceptance, 
documented best practice, and trained personnel. 

United States (US) Armed Services have a legal responsibility under US Code Title 10 
to organize and train for war; however, no such authority exists for a Joint force.  
Coordinated land, air, and maritime assets are far more effective than the limited 
capabilities of separate stove-piped asset deployment.  Joint force operations must 
work as a true Joint component.  This requires continual training and education, and 
careful attention to systems integration.  Unfortunately, the vast majority of the systems 
currently in use were developed to satisfy individual Service vs. Joint capabilities, 
resulting in interface and data misalignment. 

Joint training is necessary to de-conflict and harmonize deployed US and Coalition 
forces.  This Joint Operating Environment3 (JOE) requires a corresponding Joint 
Training Environment (JTE) that represents more than land, air, and maritime-based 
environments at the tactical, operational, and strategic levels of warfare.  Consequently, 
a Joint Training System (JTS) has evolved using Army, Navy, Marine Corps, and Air 
Force simulations, training aids, and devices.  Rather than being designed to support 
the JTS, these components have been adapted incrementally as ad hoc solutions. 

The concept of “Jointness” is still new, as are the operational command and control 
(C2) systems (e.g.  Global Command and Control System Joint (GCCS-J)4 and 
Command Post of the Future (CPOF)5) that support global Joint forces.  Data required 
to initialize these systems are often misaligned in pedigree, time, or intended use.  
Consequently, these evolving components have been integrated into the JTS 
incrementally through static rather than dynamic mappings.  This means that the 

                                            

1 Strategic Plan for the Next Generation Training for the Department of Defense, September 23, 2010 

2  DOD Net-Centric Data Strategy dated 9 May 2003 

3  United States Joint Forces Command, The Joint Operating Environment 2010, dated 18 February 2010 (Distribution A) 
4  GCCS-J Army and Navy variants also exist 
5  CPOF– A DARPA initiative presently deployed in operational theaters of war 
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effectiveness of their interoperation rapidly degrades as changes are made in each 
separate component.   

The most promising direction for a scalable and dynamic solution incorporates effective 
use of semantic web technologies and best practices (e.g., accurate use of ontological 
representations, robust semantic descriptions, and adherence to best practices).  
Additionally, these practices must be discoverable in accordance with the DoD NCDS. 

This point paper addresses the potential for semantic web technologies and best 
practices to enhance data and systems interoperability (both operational and training) 
into a harmonized dynamically evolving framework to satisfy customer needs. 

2. BACKGROUND  

In May of 2003, DoD Office of the Chief Information Office (CIO) signed a 
memorandum6 mandating the NCDS in an effort to further the enterprise level objectives 
of interoperability and data management.  Although designed to be transformative, 
implementation of NCDS has been slow due to:  

 enormity of the overarching problem 

 state of Web 2.0 technologies from 2000 to 2005 

 predominant use of piecemeal pilot projects to implement information services 
and components  

 complexity of the Joint Capabilities Integration Development System (JCIDS) 
process 

 technologies and practices were in a state of flux in both the commercial and 
government sectors 

Some in the Services were quick to look at the NCDS as solutions to their problems, but 
many preferred to wait and leverage DoD information enterprise services through the 
Global Information Grid (GIG) in the hope of saving time and resources.  This was also 
true of the Joint community, who in 2003 under the guidance of management initiative 
decision 906 (MID 906), took on the challenge of building the first enterprise simulation-
based training environment.  This environment was later known as the Joint National 
Training Capability (JNTC), a global permanently installed capability designed 

                                            

6  Stenbit, J.P.  Memorandum, DoD Net-Centric Data Strategy dated 9 May 2003 
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specifically to address shortfalls in DoD preparedness and to facilitate seamless LVC 
training anywhere, anytime.  This effort was a prelude to a larger training transformation 
(T2) initiative, aimed at developing a Total Force by harmonizing the Service capabilities 
to: 

 accommodate new missions and warfighting concepts 

 fill Joint training gaps  

 build partner capacity 

 achieve greater joint effectiveness and efficiencies 

Unfortunately, the initial promise of NCDS for the modeling and simulation (M&S) 
community was overly optimistic.  M&S community is still struggling with the task of 
integrating multiple legacy Service M&S data with multiple C2 systems/data to meet T2 
objectives.  Combatant Command (COCOM) training and readiness continue to be 
adversely impacted by the need to “hardwire” systems interoperability and by lengthy 
initialization (e.g., design and compile) times for a multitude of heterogeneous 
devices/software applications. 

United States Joint Forces Command (USJFCOM) attempted to leverage NCDS to 
minimize interoperability issues to support the increasing operational tempo of the Joint 
Exercise program.  Efforts resulted in a Joint Requirement Oversight Council (JROC) 
approved Initial Capabilities Document (ICD)7.  The goal was to establish a major 
acquisition program for Joint Rapid Scenario Generation (JRSG).  This capability would 
rapidly initialize M&S and C2 systems enabling flexible and responsive Joint training 
through the JNTC.  Unfortunately, at that time, NCDS was too immature and the 
authoritative data sources required to successfully implement JRSG capabilities were 
misaligned and difficult to identify.  As a result, JRSG stalled due its dependency on a 
spider web of convoluted operational and the training enterprise data. 

In 2010, M&S and C2 communities are realizing that many of the promises of NCDS 
may be achieved through semantic web technologies and best practice.  This realization 
is evident across the federal government and consensus is building for a semantic-web-
based information sharing strategy.  This is driven both by necessity, availability of 
robust open-source technologies and reference implementations, and a better 

                                            

7  Joint Requirements Oversight Council (JROC) validated JRSG (then Joint Rapid Distributed Database Development Capability 

(JRD3C)) Initial Capability Document (ICD) “with interest” on 1 Nov 05 (JROCM 239-05) 
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understanding of how best to utilize them.  A parallel realization is occurring in 
commercial and scientific sectors. 

Earlier this year, Executive Director, Joint Warfighting Center (JWFC) chartered an 
independent team of specialists to assess the use of semantic web technologies and 
best practices to save time and resources by alleviating JNTC interoperability issues in 
supporting T2. 

3. PRESENT SITUATION 

Below are indicators of the Federal government’s current struggles with interoperating 
at a semantic level: 

 Integrating operational and M&S systems using the present static and ad hoc 
methods is prone to error, costly and resource intensive. 

 M&S data is difficult to manage, incomplete, redundant, and does not readily 
align with operational C2 systems. 

 The NCDS vision is accepted across the DoD; however, it has not been realized 
due to continued use of stove-piped solutions.  Uncoordinated DoD groups 
continue to utilize disparate “authoritative data sources” to support their 
objectives, impeding enterprise data sharing. 

 The Operational community is implementing the NCDS through development of 
base ontologies (i.e., UCore SL and C2 Core) designed specifically to support 
the evolution and interoperability of C2 data and systems. 

 Several DoD agencies, the intelligence community, and Service elements 
recognize limitations of conventional static approaches (i.e., Sequential Query 
Language (SQL), extensible markup language (XML), and Simple Object Access 
Protocol (SOAP)), and are adopting semantic web technologies and best 
practices. 

 Federal government agencies (i.e., Department of Homeland Security (DHS), 
Federal Bureau of Investigation (FBI), National Security Administration (NSA), 
and Department of State) are developing messaging standards to improve 
government-to-government interoperability (i.e., UCore and NIEM).  UCore SL is 
a semantic web ontology designed to support these efforts. 

 Successful implementations of ontologies to support complex fields of research 
are already in use worldwide (e.g., biology research).   
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Simulations that represent battlefield operating systems are used to represent complex 
operating environments and to stimulate C2 systems.  To ensure effective training this 
stimulation should be maximally realistic.  Ideally, the stimulation to C2 interoperability 
should be bi-directional, allowing the simulation to receive and action orders and 
instructions from C2 networks and systems.  This level of interoperability is referred to 
as semantic interoperability.  To achieve this, the data used by operational forces and 
its context must be accurately represented and correctly understood by simulation 
systems.  Present data alignment methods do not achieve this at any objective level 
and exacerbate the problem through custom one off solutions. 

One example of this misalignment is the use of order of battle (OOB) data to initialize 
both a simulation federation and a C2 network.  Present methods require specially 
created standalone mock-ups of the simulated OOB; however, what is needed is a 
computational framework that uses the same data consumed by the C2 systems.  This 
computational framework must deal with relationships and descriptions of operating 
forces that often change during the various stages of deployment.  This requires a 
computationally implemented representation of the relationships of units and tasks.  
This representation must be based on an understanding of the context of the data and 
of the meanings of the terms used in describing these relationships.  Such a framework 
would have the capacity to support a wide variety of missions based on Universal Joint 
Tasks.  Currently, force data is represented in rigid data structures and stored in 
relational databases usable only by the simulation community.  Ideally, the data 
consumed by simulation systems should be as close as possible to the representations 
used by the C2 community and convey complex relationships in a flexible manner 
instead of hard-coding business rules.  Semantic technology offers precisely the sort of 
flexible approach that is needed to bring about the needed changes 

OOB data is one type of data consumed by both C2 and simulation systems.  There are 
many other data types and sources including geospatial, targeting, logistics, etc., each 
forming foundation domains needed to accurately represent the JOE. 

The OOB example addresses only initialization issues; however, initialization is only one 
lifecycle phase of the simulation federation and C2 network (e.g., DTE).  The execution 
phase of the DTE also requires semantic interoperability because the meaning of data 
can change significantly during a Joint operation.  Although this paper is not focusing 
exclusively on any specific DTE lifecycle phase, initialization is a necessary prerequisite 
to DTE operations and is the foundation for interoperability.   

3.1 ENABLING AN ADAPTIVE, DYNAMIC DATA ENVIRONMENT  

In trying to realize the NCDS, programs have struggled with the meaning of “service-
oriented” and “data sharing”.  Many organizations, processes, and systems have 
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migrated to some level of net-centricity; however, stove-piped legacy solutions have 
resulted in stove-piped web services.  The technologies currently used to implement 
data web services, data exchange formats, and interoperability bridges use rigid, static 
technologies.  This is unacceptable in a DTE with evolving training requirements, 
training assets, and data solutions.  Consequently, while our awareness of system and 
data inoperability has increased significantly, we continue to rely on technologies that 
only provide rigid, single point-to-point, static, resource-intensive integration (i.e., SQL 
databases, XML schemas, and SOAP-based web services).  Instead of focusing on 
semantic alignment, a disproportionate amount of time and cost is expended reconciling 
these technologies across stove-pipes.  SQL and XML schemas provide no convention 
for managing extensions, yet data model and data exchange formats inevitably need to 
be extended or modified across DoD and M&S. 

In contrast, semantic web technologies (including, Web Ontology Language (OWL)-
based ontologies; SPARQL Protocol and RDF Query Language (SPARQL); Gleaning 
Resource Descriptions from Dialects of Languages (GRDDL); basic Hypertext Transport 
Protocol (HTTP); and others) are inherently extensible and modifiable at all levels and 
at any phase of the systems integration lifecycle, including design-time, compile-time, 
and runtime.  For example, data exchange benefits of XML, can be realized by using 
these more flexible technologies and generating XML content automatically on an as 
needed basis.   

3.2 CROSS-DOMAIN DATA AND SOFTWARE SOLUTION SHARING 

The next generation DTE must address the cross-domain, multi-level data and software 
sharing problems that complicate today’s training environment.  The DoD operating 
environment is inherently fractured, and that is not likely to change; hence the increased 
importance of focusing on Joint and Coalition rather than the Service operating context.  
Execution in the JOE involves multiple levels of security classification, separate 
avenues for North Atlantic Treaty Organization (NATO) and Coalition data exchange, 
and coordination with DHS, local law-enforcement, and non-governmental 
organizations.  Finally, DoD must be able to share and coordinate solutions on the 
public internet to improve international interoperability and to capitalize on industry, 
academia, and community state-of-the-art advances. 

DoD must begin to utilize patterns for modular, extensible, composable design in all 
software, data, data models, simulations, and exchange infrastructure representing the 
JOE.  The communities of practice for achieving this sort of representation in a flexible 
but also realistic fashion are becoming mature in industry, but remain scarce in the 
DoD.  This must change through coordination between Federal government agencies 
and international partners with an increased awareness of lessons learned and 
emphasis on discoverability of complementary initiatives.  However, raising awareness 
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of data sharing needs must be combined with education and training in semantic 
technologies, diligent dissemination of best practice, shared governance of data 
artifacts, and solutions that are created to support the enterprise.  Realizing NCDS with 
the required level of semantic interoperability needed for rapid data/scenario generation 
requires: 

 identification and discoverability of authoritative data source pipelines that are 
consistently maintained 

 coordination and discoverability of ontology development efforts to ensure 
consistent description of this data 

 common training of selected software personnel in each service and Community 
of Interest (COI) to ensure consistent development and use of best practices 

 consistent governance of the principal semantic technology artifacts, including 
core ontologies, as these artifacts evolve in the ways needed to ensure effective 
exploitation of the benefits of semantic interoperability 

4. RELATED EFFORTS 

4.1 STUDIES 

There have been numerous DoD, industry, and academic system interoperability 
studies, some of which superficially addressed semantic web technologies and 
techniques, while others defined problems without recommending workable and cost 
effective solutions. 

LVC Architecture Roadmap (LVCAR) Study Final Report (Henninger A, 2008) – This 
study indicated that architecture integration was not significant, few formal standards 
were applied to the LVC environment, and department level influence was lacking and 
needed reinforcement to improve the situation.  The report focused on trying to improve 
the status quo for interoperation between specific simulations and did not address 
foundational problems such as the data needed to populate the various LVC systems.  
However, there was some recognition of the importance of addressing semantic 
approaches to interoperability, even if only in passing: 

“Support for the complete integration of live, virtual, and constructive 
simulations will only be slightly improved after execution of the roadmap 
activities.  There is no effort to improve at higher levels (e.g.  semantic) 
interoperability.  However, having common components of common object 
models, consistent systems engineering processes, and common 
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federation agreement templates will improve the object model 
reconciliation process and thus ease the semantic interoperability 
problems somewhat.” 

This report indicated DoD is not using a consistent or coherent approach to managing 
LVC environments and questioned the inherent benefit of mixed architecture 
environments.. There was considerable consensus within the LVC user community that 
a long-term strategy based on architecture convergence and centralized governance 
would benefit the DoD.  Central management is needed to influence organizations 
evolving existing architectures and funding of future architecture development activities.  
The report recommends reducing or eliminating barriers to interoperability across 
architectures by moving beyond the debate of technical interoperability and focusing on 
semantics the use of open source efforts.   

Joint Data Alternatives (JDA) (Banks S, 2007) – Analysis of the JDA Study final project 
report revealed a need for further study of current M&S/Joint C2 data initialization 
programs, capabilities, and systems.  In concurrence with a JDA team recommendation, 
the independent study team concluded that the M&S community would benefit 
significantly from an enterprise-wide data strategy.  The analysis team recommends 
immediate establishment of an M&S Data Strategy Joint Coordination Office with overall 
responsibility for the implementation of the NCDS in the M&S domain and coordination 
with other COIs (i.e., Joint C2, Net-Centric Operations, Battlespace Awareness, and 
Joint Logistics).  In 2007, these COIs began establishing Capability Portfolio 
Management (CPM) organizations to cross coordinate their specific NCDS to meet Net-
Centric Enterprise Services (NCES) requirements to migrate to a DoD GIG capability.  
Additionally, the team recommends investigating implementation of an M&S CPM to 
improve the return on the DoD investment in M&S by leveraging data, tools and 
resources, and creating incentives for M&S system interoperability across the 
Department’s M&S user domains. 

Unfortunately, these recommendations have not yet been implemented; however they 
are consistent with our recommendations for adoption of semantic technologies and 
best practices to improve interoperabilty and data governance.  Significant advances in 
web semantic technologies now make this strategy increasingly viable, as the case 
studies decribed below will illustrate. 

4.2 ONTOLOGICAL MODELS 

The application of semantic web technologies and best practices is not new to the 
Federal Government, but has only recently been successfully implementated.  
Realization that a refined and technically robust NCDS is currently available with the 
right technological and management strategy.  Current development of a core ontology 
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for the C2 domain has direct relevance to the M&S community.  The C2 Core (C2 Core) 
ontology will facilitate initializing training systems with maximally realistic and easily 
discovered operational data. 

4.2.1 UCore and UCore SL  

The Universal Core (UCore)8 is a Federal Government information sharing initiative that 
is supported by the DoD, Department of Energy, Department of Justice, DHS, 
Intelligence Community, and by other national and international agencies.  UCore vision 
is to improve information sharing by defining and exchanging a small number of 
important, universally understandable concepts across a broad stakeholder base.  This 
will improve data interoperability between known and unanticipated users while 
achieving cost and time savings through standardization, modularity, and reuse.  In its 
current form, UCore 2.0 is well suited for sharing of universally understood terms, and 
can serve as a consensus starting point for developing successive tiers of terminologies 
tailored to the needs of specific groups/users.  COIs can create new data models and 
vocabularies tailored to meet their unique requirements extending the narrow set of 
UCore terms.  By providing an evolving resource of common terms, UCore 2.0 serves 
as a central hub designed to maintain a broad community perspective.  The long-term 
goal is that these common terms will create a common reference platform allowing data 
from diverse COIs to be understood by systems across DoD, Federal agencies, and 
Coalition partners.  However, one limiting factor of UCore semantics is its lack of logical 
and ontological expressiveness necessary to validate consistency of extensions into 
lower level domains and subdomains. 

The Army Net-Centric Data Strategy (ANCDS)9 Center of Excellence created UCore 
semantic layer (SL) to supplement the semantics of UCore 2.0.  One area in particular 
where stronger semantics are especially important is in the extension of UCore 
semantics into domains and COIs.  The UCore 2.0 taxonomy is more akin to a 
controlled vocabulary than an ontology.  UCore 2.0 taxonomy does not include relations 
with domain and range declarations or disjointness, equivalence, and union axioms.  
These additional logical resources are necessary to use automation to validate 
consistency of domain and COIs’ extensions.  UCore SL (for Semantic Layer) employs 
the World Wide Web Consortium (W3C) OWL to enable semantic validation of this kind 
for both individual extensions of UCore as well as the combined set of all extensions.  
UCore SL offers the entirety of the UCore 2.0 taxonomy (and the relations found in the 
XML Schema) in a form that satisfies the need of users for enhanced logical resources.  
It provides for logical decomposition of terms and definitions, the ability to reason 

                                            

8  http://ucore.gov/ 
9  http://data.army.mil/ 
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logically on the basis of the content of these definitions, and enhanced support for the 
creation of consistent extension modules.   

4.2.2 C2 Core 

C2 Core is a DoD project sponsored by USJFCOM and Office of the Assistant 
Secretary of Defense/Network and Information Integration.  The initial objective of C2 
Core has been to develop an open standard-supporting, XML-based C2 data exchange.  
C2 Core ontology is built on the basis of a Semantics First methodology promoted by 
the ANCDS Center of Excellence.  The ontology is based on a small set of shared top-
level categories, extending these downwards to create an ontological structure with 
maximal benefits for computation.  At the same time the ontology also addresses the 
bottom-up requirements for information exchange of specific user groups, COIs, and the 
need for conformance with C2 doctrine.  C2 Core attempts to identify a set of terms that 
apply in all areas of the C2 domain.  These are commonly used terms that are 
universally understood across C2 and likely to be used by multiple COIs in the C2 
domain.  In order to ensure consistent use of these terms, C2 Core ontology will supply 
rigorous logical definitions for use by computers and equivalent English-language 
definitions based on doctrine.  The terms in the C2 Core ontology pertain to situational 
awareness, structuring a military organization, planning and assigning tasks, decision 
making, and assessing progress.  Examples of potential targets for extensions of the 
existing C2 Core include sub-domains such as Strike, Unit Readiness, Planning and 
Operations, and the Military Decision Making Process.  C2 Core uses a proven process 
for creating definitions which are optimized for use humans (i.e., teaching and writing 
doctrine) and by computers (i.e., validation and reasoning).  Creating logical definitions 
allow use of standard computational reasoning tools to ensure consistency of 
extensions with the C2 Core ontology (i.e., M&S extension). 

4.3 CASE STUDIES 

At present, there are few examples of semantic web-based programs or projects with 
wider DoD visibility, due to the lack of coordination between/within the Services and 
failure to look outside of the DoD. 

Three case studies are presented for review to emphasis important considerations for 
the Joint community as it pursues semantic interoperabiltiy between systems. 

The first case study is the National Coordination Office for the Networking and 
Information Technology Research and Development (NITRD) Program illustrating the 
benefits of using open source and open specification technologies and techniques to 
implement a Federal government enterprise service.  The second case study is an 
international use of realistic ontologies to bring together multiple domains of scientific 



UNCLASSIFIED 

Realizing the Next Generation DTE through Semantic Web Technologies and Best Practices White Paper 

Distribution authorized to the United States (US) Department of Defense (DoD) and US DoD contractors for administrative purposes 
only.  Other requests shall be referred to United States Joint Forces Command (USJFCOM), Joint Advanced Concepts (JAC). 

12 

UNCLASSIFIED 

research led by the National Human Genome Research Institute and other NIH funded 
bodies.  The third case study is the Virtual Physiological Human Network of 
Excellence’s (VPH NoE) use of ontologies to improve the ability to predict, diagnose, 
and treat disease in the biomedical field. 

4.3.1 Networking and Information Technology Research and 
Development (NITRD) 

Dr.  George Strawn, Director of the National Coordination Office for the NITRD 
Program, is attempting to create a web service addressing national government needs 
for coordinating Information Technology research and quantifying outcomes.  The 
following objectives have been met: 

1) A specification-oriented Service-Oriented Architecture (SOA) for representing, 
securing, and publishing data. 

2) An ontology-based solution allowing the dynamic inclusion of new ontologies. 

3) An interchange format for communicating research allocations and outcomes. 

4) The hosting of the production solution. 

5) Service Level Agreements (SLAs) for this externally facing solution. 

6) Leveraging of open source solutions, minimizing product cost. 

7) Support for all chosen products. 

Objectives 1), 4) and 6) were met by the selection of opensource and open specification 
products and architecture.  The operating system was Ubuntu10 10.04, a variant of 
Linux, and the SOA was performed by the use of JBoss11 5.1.0.  The total product costs 
for the entire software solution was $0.  MySQL12 and Lucene13 provided the storage 
mechanism for all data, and OpenJena14 provided the semantic web processing. 

Objectives 2) and 3) required the creation of two new ontologies, for Grant Funding and 
Outcomes15 as standards for tracking grants and corresponding outcomes which have 

                                            

10  http://www.ubuntu.com/; computer operating system originally based on the Debian GNU/Linux distribution 
11  http://www.jboss.org/; an application server, JBoss is a division of Red Hat, Inc. 
12  http://www.mysql.com/; a relational database management system  
13  http://lucene.apache.org/ Apache Lucene is a high-performance, full-featured text search engine library 
14  http://openjena.org/; Jena is a Java framework for building Semantic Web applications 
15  http://dashboard.nitrd.gov/0.1/ontology 

http://www.jboss.org/
http://www.mysql.com/
http://en.wikipedia.org/wiki/Relational_database_management_system
http://dashboard.nitrd.gov/0.1/ontology
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been accepted also by other organizations such as The National Cancer Institute (NCI).  
NITRD agreed to hold and support these two ontologies, which is important to the long 
term success of this project because it leverages the entire community of holders of 
grant and grant outcome data.   

The solution for Objectives 2) and 3) required the use of ontologies.  An intended 
consequence is that the ontologies not only represent the meaning of the data and the 
relationships among the data, but also provide an interchange format for the data.     
Subordinate organizations and partners now communicate with NITRD by instantiating 
data using the ontologies.   

Items 5) and 7) were the responsibility of the integration vendor, who contributed to a 
variety of open source products and provided a guarantee for the Service Level 
Agreements and support for all production and development tools.   

The result, which is accessible at http://dashboard.nitrd.gov, is a semantic interchange 
format, three visualizers and a secure web environment, allowing the public to view data 
in ways never seen before.  Costs were minimized and the system was built to be highly 
flexible.  Query results occur in less than one second, providing exactly the type of 
response required by users. 

Additionally, the project illustrates how a Federal government agency can serve as a 
Good Samaritan in technology by promoting the use of open source tools.  Through the 
use of open source and open specification technologies, NITRD was able to realize and 
enterprise data service that would have been cost prohibitive without the 
implementation of semantic technologies and best practices.  This project was 
accomplished in well under two years with an estimated saving of over $2M in license 
costs and development alone, as compared to what would have been achievable under 
traditional procurement approaches. 

4.3.2 National Human Genome Research Institute  

Our second case study concerns the successful use of ontologies to solve a large and 
growing data interoperability problem in biological research.  More specifically, it 
concerns integrating data emanating from high-throughput biological experimentation 
and clinical diagnostic techniques made possible through the Human Genome Project.  
In the 1990s, exponential generation of new kinds of genomic and phenotypic data for 
multiple species of organisms resulted in a multitude of data formats and computational 
tasks.  To address this problem, in 1999, biologists specialized in mice, flies, fish, and 
yeast agreed to collaborate on a strategy for integrating their respective data to 
accomplish complex computational tasks using results of experiments on these model 
organisms to understand and treat human disease. 
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First step: Gene Ontology (GO)16, created in 1999 and funded since 2003 by the 
National Human Genome Research Institute, is a common controlled vocabulary that is 
used to describe (tag) gene and protein data.  GO solves the cross-species 
comparability problem by providing a set of common terms for use across all species, 
following the strategy of maximal realism: seeking not a data model, but a reality model.  
GO was able to solve the problem of incentivization for implementing semantic web 
technologies: “How do you motivate people to use the new ontology resources in 
annotating data?” The answer is building GO using common words, e,g, ‘cell division’, 
already used by all biologists and by making the resulting controlled vocabulary 
available for use without restrictions.  As a result, the ontology is now used by 
thousands of research and industry groups, who have themselves become incentivized 
to contribute to the active maintenance of the ontology because they use it for their 
work.  This means that the ontology is being used by a growing community to create 
common annotations for ever increasing amounts of data.  The more the ontology is 
used in the annotation of data, the more gaps and errors are identified, and the more 
realistic the ontological data representation. 

Second step: GO has limited coverage, for example there are no terms within the 
ontology for diseases or symptoms.  A subset of biology COIs reached an agreement to 
develop their ontologies in a synchronized way as extensions from the GO.  They 
established the Open Biomedical Ontologies (OBO) Foundry with a governance process 
to ensure the consistent development of extension modules, provide dedicated cross-
community training, and support pilot testing initiatives.   

Third step: Other previously skeptical groups are joining the OBO Foundry process.  
Some allow their local terminology systems to be depracated and agree to 
use/contribute to the more carefully maintained and globally accepted OBO Foundry 
ontologies.  These resources accrue as success is demonstrated across an increasing 
range of biological and clinical phenomena.  The result is not only effective coordination 
across a large population of heterogeneous research groups, but also increasing use of 
these ontologies by lab biologists and pharmaceutical comparnies to describe their 
data.  The end result is data quality improvement and significant cost savings because 
custom solutions are no longer required for data integration. 

4.3.3 Virtual Physiological Human Network of Excellence (VPH NoE)17  

VPH NoE project is transforming research in biomedical M&S of the human body 
through the use of OBO Foundry ontologies.  The intended outcome is to improve the 

                                            

16  http://www.geneontology.org/;a major bioinformatics initiative with the aim of standardizing the representation of gene and gene 

product attributes across species and databases 
17  http://www.vph-noe.eu/; a project aimed to help support and progress European research in biomedical M&S of the human body) 

http://www.geneontology.org/
http://www.vph-noe.eu/
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ability to predict, diagnose, and treat disease, and to dramatically impact the future of 
healthcare, pharmaceutical, and medical device industries.  The challenge of the VPH 
NoE project, of integrating hundreds of different models and simulations, e.g., of kidney 
functions, is similar to the M&S community objectives.  The recommended solution is 
also similar to the one proposed in this study.  The use of ontologies is crucial to 
semantic interoperability of VPH NoE resources and to linking these resources with 
other communities (e.g. the molecular and systems biology communities).  Ontologies 
are now the accepted means for annotating models and data with semantic metadata to 
identify the entities and processes involved.18 

These case studies demonstrate the significant potential impact of ontologies.  They 
impacted, and were impacted by, government policy and the first two have already been 
successful in achieving their objectives.  Examination of these case studies provides 
insight into how the DoD can move forward rapidly with low costs to resolve decade- old 
data interoperabiltiy issues.  Currently, these problems are not being resolved at the 
enterprise level due to the desire for each one of multiple subgroups to own and fix the 
data and interfaces on a case by case basis rather than as part of an enterprise 
systems approach. 

5. PROPOSED DIRECTION 

Our strategy for improving the ability of developers of M&S software to integrate data 
from disparate sources into an internally consistent and well formatted package is to 
begin by focusing on the data initialization phase.  The problem is one of rapid data 
generation:  “How can we integrate as rapidly as possible the many different kinds of 
data needed within a given scenario?” Currently, these data cause problems for the 
scenario designer, because they are derived from disparate sources, differ in format, 
rely on heterogeneous and often poorly-structured vocabularies, are redundant and 
require ad hoc manual resolution.  Consequently, current M&S integration efforts are 
time and resource intensive, lasting from months to years. 

The proposed solution is the initiation of a large-scale, centrally-coordinated effort to 
bring about the following:  

 common suite of realistic C2 and related ontologies for describing warfighting 
situations 

                                            

18   Cooper, J.  et al.  The Virtual Physiological Human Tool Kit.  http://www.vph-noe.eu/vph-repository/doc_download/167-the-

virtual-physiological-human-toolkit 



UNCLASSIFIED 

Realizing the Next Generation DTE through Semantic Web Technologies and Best Practices White Paper 

Distribution authorized to the United States (US) Department of Defense (DoD) and US DoD contractors for administrative purposes 
only.  Other requests shall be referred to United States Joint Forces Command (USJFCOM), Joint Advanced Concepts (JAC). 

16 

UNCLASSIFIED 

 governance process which allows this suite of ontologies to evolve and expand in 
a maximally consistent and useful way 

 strategy to identify authoritative data that can be annotated (i.e., described, 
tagged) using the common suite of C2 related ontologies 

There are a number of ways that the use of a common set of ontologies, maintained by 
domain experts committed to the acceptance of tested best practices and vetted by a 
community of authorities in a well-documented governance process, can reduce the 
overall cost of M&S integration efforts and significantly reduce initialization time and 
increase flexibility and realism. 

 Improved understandability – The use of ontologies to represent the meaning of 
data in an external, application-neutral format represents a significant 
improvement over the current state of affairs where the meaning of the data is 
stored in the heads of developers or buried in application code, both of which 
make understanding the data both time-consuming and error prone.   

 Improved reusability – The strategy of a reality-centric approach – as contrasted 
with an application-centric approach – means that the ontologies are designed in 
such a way as to be reusable by a large and varied community of users.  
Application-centric approaches are difficult to integrate with one another and 
often lead to additional one-off solutions. 

 Improved extensibility – The use of a common ontology makes it possible for 
different efforts to create mission specific extensions of the common ontology—
i.e.  creating new terms whenever necessary and reuse terms whenever 
possible. 

 Improved discoverability – The use of a common ontology makes it possible for 
groups more easily to discover and understand the data assets of other groups, 
thereby reducing the number of redundant efforts and increasing the 
collaborative use, and thus the value, of data and software tools, bringing also 
benefits in return on investment (ROI). 

 The use of a common ontology – or better, a common suite of ontology modules 
designed for interoperability – along with an effective governance process can 
bring about a network effect19 where the value of the ontology exponentially 
increases as more people use it to describe their respective data.  When 

                                            

19 S.  Weber, The Success of Open Source, Cambridge, MA: Harvard University Press, 2004. 
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combined with the employment of open source technologies and practices – as 
mandated by other Federal government agencies who are seeking to establish a 
legal and technical framework to reduce cost and waste – the result is a web-
oriented architecture within which data services, tools and resources of 
importance to data initialization become more discoverable, composable, and 
increasingly re-used.  In later stages of implementation of the NCDS along the 
lines described in the above, these same benefits can be achieved also in other 
areas of M&S development. 

The following strategy is proposed to achieve a more efficient, well-tested, and 
sustainable interoperability solution.  To transition from static to dynamic data 
management, DoD should employ Governance, Resourcing, Education, Architecture, 
Incentivization, and Training (GREAIT – pronounced GREAT): 

 Governance – Responsibility for developing semantic representations (i.e., 
ontologies) of core domains must come with authority; otherwise, a new problem 
is introduced through proliferation of competing models.  Authority is needed at 
both the design and authoring stage of these resources and at successive stages 
of version management.   

 Ensure reference and domain ontologies are based on need, grounded in 
representations of the real-world JOE. 

 Avoid duplication of work across efforts. 

 Direct multiple efforts to align their activities in areas of overlap in order to 
avoid the creation of information stovepipes. 

 Coordinate the development of consistent extensions. 

 Identify and document best practice and ensure that they are being used 

 Control for quality, relevancy, and usability of products. 

 Standardize and facilitate COIs activities. 

 Review proposals for change. 

 Ensure dissemination of the ontology and best practices. 

 Resourcing – To guarantee quality, organizations must be identified and 
resourced to develop and maintain ontologies. 

 Education – DoD expertise in semantic web technologies and best practices is 
minimal.  Education programs must be designed and institutionalized to develop 
career and vocational specialists to effectively support DoD needs. 
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 Architecture – DoD should be provided a best practice architecture that 
demonstrates how consistent and high availability runtime systems can be 
implemented to support DoD missions. 

 Incentivization – DoD should incentivize organizations to follow semantic web 
best practices, manage a domain, maintain solutions, and coordinate with other 
domains in an open and transparent collaborative process.   

 Training – Institutionalized training in semantic principles, technologies, and best 
practices should increase awareness at all management levels and encourage 
revolutionary transformation of the DTE.  To overcome the consequences of 
multiple contracting agencies and multiple software service contractors, whereby 
each commission is determined to a large degree independently of the rest, it is 
important to create a cadre of software engineers who share a common 
understanding of tested best practices in semantic interoperability.  To this end, a 
training program should be initiated to address short term needs.  In the longer 
term, as semantic interoperability in particular and the NCDS in general, become 
more important to all data operations of the DoD,  we believe that the DoD 
should create an academic center for ontology training, following proposals 
already advanced by the Army NCDS Center of Excellence, Fort Monmouth. 

6. RETURN ON INVESTMENT 

ROI deriving from use of open source software in the NITRD case study is self-evident.  
GO and the OBO Foundry suite of ontologies have received approximately $100M in 
funding from the National Institute of Health.  The results are being used by every life 
science research lab, pharmaceutical company, and research hospital on a daily basis 
to address data integration needs and information discovery of clinical research.  This 
level of use, which can be measured by publications referring to the GO, suggest a 
multifold ROI, in some ways analogous to what was achieved through the establishment 
of the SI International System of Units. 

Institutionalizing semantic web technologies, best practices, and consistent well-
structured ontologies within the DoD will provide significant and quantifiable benefits.  
Examples include: 

 man hour savings through provisioning human and machine readable web-
enabled high-pedigree data 

 dollar savings through reduced system interface modification requirements 
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 time savings through reduced development to initialize simulations and C2 
systems with correlated data 

Alignment and rationalization of data will not only improve the ability for federations to 
communicate natively, it will reduce the massive amounts of rework required to prepare 
federation agreements. 

As Figure 1 below shows, an open source web stack has a $2M ROI.  Using this 
architecture and not considering any improvements from the semantic web, shows a 
$2M return on investment versus a custom development as quoted by one vendor.  The 
chart assumes: 

1) an open source support vendor implementing a service level agreement 

2) one calendar month of training and implementation 

3) the receipt an actual vendor bid for a service level agreement for comparison 

Costs Comparison

$0.00 $500,000.00 $1,000,000.00 $1,500,000.00 $2,000,000.00 $2,500,000.00

$2,020,000.00

$40,000.00

$
2
,0

0
0
,0

0
0
.0

0
$
2
0
,0

0
0
.0

0

$
2
0
,0

0
0
.0

0
$
2
0
,0

0
0
.0

0

$
8
3
,3

3
3
.3

3
$
2
0
,0

0
0
.0

0

2
4

1

R
o
ll 

Y
o
u
r 

O
w

n
In

 A
 B

o
x

 

Figure 1.  Cost Comparison Open Standards “SOA in a Box” v. Custom Build 

A primary benefit of ontological representations is their ability to generalize data and 
make it applicable for multiple applications.  Creating a reality-based model of the JOE 
will enable the consolidation of data exchange models for integrating DoD LVC 
simulations.  Currently, DoD M&S is dominated by large monolithic legacy simulations 
with overlapping domains.  These simulations are integrated via data exchange models 
that reflect the internal representations of the models they link.  The majority of 
elements of these separate data exchange models are reflections of real-world entities 
and processes and should be replaced by the more accurate single authoritative 
representations that will be common to those used by C2 systems.  The level of 
resolution and elided content are the greatest challenges to a single shared real-world-



UNCLASSIFIED 

Realizing the Next Generation DTE through Semantic Web Technologies and Best Practices White Paper 

Distribution authorized to the United States (US) Department of Defense (DoD) and US DoD contractors for administrative purposes 
only.  Other requests shall be referred to United States Joint Forces Command (USJFCOM), Joint Advanced Concepts (JAC). 

20 

UNCLASSIFIED 

based data exchange.  However, the proposed ontological representation provides a 
principled mechanism for specifying these reduced data exchange models in a way that 
retains their connections to a common representation of the JOE.  Once there is a 
common reality-based data exchange model that evolves with the JOE, it will incentivize 
the simulation developers to adapt to a best representation of reality and enable the 
rationalization of legacy simulations.   

7. RECOMMENDATIONS 

 Move from “if” to “when” regarding the use of semantic web technologies to 
support Defense training, analysis, test, and experimentation. 

 Take a leadership role, coordinate Office of the Under Secretary of Defense 
Acquisition Training and Logistics (AT&L) governance with the Defense Modeling 
and Simulation Office (DMSO), and work in concert with existing C2 Core efforts 
managed by J8 and the Army NCDS Center of Excellence, Fort Monmouth. 

 Establish a governance body to ensure reference and domain ontologies are 
based on need, grounded in representations of the real-world JOE, and correctly 
implemented following best practice established through testing rather than 
current convention or convenience. 

 Create a training strategy to address the medium and long-term need for cadres 
of trained personnel with the expertise to implement semantic web technologies 
and best practices in a consistent and effective manner. 

 Examine and refine authoritative data through an ontological lens at design time 
before any consideration is given to addressing run-time problems. 

 Review all existing efforts to auto-generate ontologies through conversion 
methods to ensure XML schemes are not simply replaced with OWL 
instantiations. 

 Mandate that future use of M&S data be grounded in operational expression of 
domain rather than simulation-specific, and that extensions be based on M&S 
needs and maximize realistic representations of operational environments. 

 Review existing efforts, such as the LVC Architecture Framework, to identify best 
practice or provide remediation. 
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 Develop a five-year implementation plan describing semantic web research and 
implementation for M&S and operations, and ensuring visibility of other federal 
and DoD-specific initiatives to develop semantic infrastructure and models. 

 Examine the use of open-source technologies and best practices within other 
Federal government agencies to establish a legal and technical framework for 
adopting appropriate open technologies within DoD. 

 Set threshold and objective targets, and capture metrics for activities utilizing 
semantic web technologies and best practices to quantify time and resource 
savings. 

 Conduct a 12-month pilot project with specified outcomes; capture metrics to 
verify semantic web methods, artifacts, and infrastructure that can enable the 
next generation DTE. 

8. CONCLUSION 

This white paper addressed the potential for semantic web technologies and best 
practices to enhance data and systems interoperability (both operational and training) 
into a harmonized dynamically evolving framework to satisfy the customer need.  It is 
clear to the independent study team that the recommendations provided in this report 
are implementable within the context of the DTE with the proviso that OSD leadership is 
behind the initiative and that Services are consulted and included at every opportunity. 

All of the services have their own Web 2.0 initiatives underway; however, there does not 
appear to be any department wide coordination or single view of the progress towards a 
common semantic vision.  The end state must be a common C2 and simulation 
enterprise grounded in the operational domain.   
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